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Which facilities does SIPROTEC 4 offer ? SIEMENS

|EC-Interface
The "VDEW-interface " is international standard IEC 60870-5-103 (without parameterizing)
According to recommendation of VDEW switching operations are possible
PROFIBUS-Interface

PROFIBUS FMS is a protocol which includes all functions. Excellent in conjunction with
SICAM

PROFIBUS DP — a protocol for simpler applications in conjunction with automatization
systems for industrial application.

Additional interfaces

Modbus
DNP 3
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Which features does SIPROTEC 4 offer? SIEMENS

variable interfaces

4

4
as fibre optics or electrical
M exchangeable
M refittable
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Communication: Setup with IEC 60870-5-103 SIEMENS
1 To load dispatcher
. i SICAM SCADA

IEC 60870-5-103 e.g. RS 485

IEC 60870-5-103 z.B, point to point
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Select the communication interfaces SIEMENS

Properties - SIPROTEC device |

General I MLFE Communications Modules | Supztem Management I FtdS / IEC =etting I

11. SY'STEM-Poart IEC E0E70-5-103 Fibre 820nm
12. Service Port IDIGSI 4/Modem, R5232 ;I il .. |
Cantiguration: ;I Set.
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Set the IEC address SIEMENS

Properties - SIPROTEC device . =] x|

General | MLFE | Communications Modules | System Management  FHS / IEC setting

WD address: 1047

— Communication with DIGS] system interface

IEC address: Im VI
— Comrmunication wth PROFIBELUS FMS spstem interface

FROFIBEUS FM5 address: I "I

Comrunication reference CH

[DIGSI] --> device]: I "I

WED narne: I"-"'FD <1»

Access point: IMF'I [MinCC] - ;I

— Channel switch:

Channel switch: I[Nc. channel switch) ;I Fart nurnber: I - vI

Cancel I Help I
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IEC Parameter SIEMENS

Z. DIGSI - PTD SE NC TC Home / 751632 / 751632 ¥4.4,/751632

File Edit Insert Device Wiew ©Ophions Arrange Help
HE | fBEReg|lsm T & =

Ig PTD SE NC TC Home / 751632 [/ 751632 ¥4,

| Wi (i | w2

EI--;"; OFfline Select Function
. Setting§ . ({8 Device Configuration Interface Settings =] |
£ Annunciation #Masking Ijf {Configuration Matrix)
24 Measurement ﬂDeFault Display Serial port on PC: I FROFIBUS FMS on the PC I WD Addresses
[#-=A Cscillographic Records B2 Contral Display Operator Interface I Service interface IEC 60870-5-103

iklcro
EF Pawer System Data 1 Address:
ﬁSetting aroup &

2l oscillagraphic Fault Recards

£ General Device Settins Baud rate: ISBDU jv

Tirne Synchronizakion

= Serial Ports M ax. message gap: [0...50] IU « 100 ms

Zar Passwords

abe. | anguage Measured value transmission: IF'nvate - I

L'PI transmission: Iwith interm. pos. 11 [+3) LI

Frame:

I™ Expanded fault recard channels

—Access authorization at interface for

I™ | Customize I | Test and diagrostics

— ldle state of fiber optic connection
" Light OM = Light OFF

QK I DIES] > Device Abbrechen Hilfe

Seite 7 27.02.2013 Energy Automation Energy Sector

Masking with IEC protocol SIEMENS

J DIGSI - Settings - Masking I,/0 (Configuration Matrix) - PTD SE NC TC Home / 753632 / 751632 ¥4, - |ﬁ| |1|
File Edit Insert Device Wiew Options Arrange Help
== | & By | 25 E & ||Indicalions and commands DIj“ND filter j| Hj i | ﬂ]l”ﬁ| k2
[i® PTD SE NC TC Home / 751632 / 751632 ¥4.4/751632 § _ol x|
=1 ettings - Masking I,/0 {Configuration Matrix} - PTD SE NC TC Home / 751632 N [=] 3]
Informatior Destination -
Murmber Display text: 1 Type | S il Buffer |S|C _DJ CM
o|s|T C|D
Device * s
P.System Data 1 * *
Osc. Fault Rec. * s
P.System Dats 2 * i
out [u]u] S
out Ol
SP
SP *
] %
@ " Object Properties - IEC 60870-5-103 a8 x
oo *
. oo 00(= Transmizzion via |IEC B0S70 5 103
Select in faul recard 1EC103 | o0 ;
Tl Function type: I_ VI
- Transfer via [EC B0870-5-103 00} et fim: |D vl
00|
Function type: 160 ¥ 80 i DU type: |1 [Operational indication bufer) j
. (RS
Information number o4 ¥ o=
Q0 Ok I Cancel | Help |
DU type: 2(Trip log) v 0 §
#
o -
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Communication: Setup with Profibus FMS SIEMENS

To Load dispatcher

DIGSI 4
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Setting the communication interface SIEMENS

Properties - SIPROTEC device =l =l

General I FMLFE Communications Modules | Sustem Management I FrS A IEC zetting I

11. SYSTEM-Part IEC B0870-5-103 Fibre 820nm - e I
12, Service Paort IEL BLo oI IR = ks I
ProfiBus-FRMS Slave RS5485
FrofiBuz-FM5 Slave Fibre zingle loop 5T
FrofiBuz-FM5S Slave Fibre double loop ST 4
additional Protocols, see MLFB Ext. L i
[Eomfiquration: LI B I
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SIEMENS

Setting of the Profibus FMS Addresses

Properties - SIPROTEC device =1 |

Generall MLFE I Communications Modulesl System Management FM3 / IEC setting I

WD address: 1047

— Communication with DIGS] zpstem interface

IEC addre=s: I - I

— Commurnication with PROFIBUS FMS system interfface

FROFIBLS FMS address: IDDZ "I <4=mm PROFIBUS FMS  (SICAM SAS)
Comrmunication reference CH PROFIBUS FMS (DIGSI 4 via PC
[DIGSI] > device): |IIID3 "I S— ( )
“WFD name: oo4
oos
Access point: o WinCC] o - ;I
— Charnnel switch:
Charnnel switch: I[ND channel switch] ;I Fart number: I - "I

Corcsl_|__Hap_|
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SIEMENS

FMS Parameters on PC

D SE NC TC Home f 751632 / 751632 ¥4.4,751632
etk Device  View  Opkions  Arpange Help Interface Settings =]

E E’ | il g}ﬂ ; .?-::. EE . | ﬂ]'[W| h‘? Operator Interface | Service interface | |EC BOBY0-5-103

Serial part on P PROFIBUS FMS on the PC | WD Addresses
Access point: IMPI These settings for the
- PROFIEUS FMS driver

on the PC are taken fram
DIGS] manager.

TD SE NC TC Home / 751632 / 751632 ¥4.4,/751632 YFD name: IVFD <>

.j - —l
Offline Select function Communication ref. [CR]: IU

EI,,EE Sektings [ﬁ Device Configuration

E‘@ Annunciation #Masking 11 (Configuration Matrix)

+-2 Measurement B Defaulk Display

#-=4 Oscillographic Records -&(’ECDntrd Display Wwiite index ~ Readindex  Length
@
Ecre Variable 1: 100 [fo1 [+4 PROFIBS FMS
@F‘Dwer Systern Data 1 vanables, used for the

) Variahle 2: 102 103 232 CP-card installed in the
ﬁSettlng Group & EIEES I I I PC. They must

ﬂOscillographic Faulk Records Iaster readsy: 104 ﬁgﬂil?iggcﬂﬁéﬁmng_
%General Device Settings
@Time Synchronization

Serial Ports

S Passwords
abe..| anguage

Ok I DIGS] -» Device Abbrechen | Hilfe
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FMS Parameters at the device SIEMENS

Interface Settings . = x|
Serial port on PC: | PROFIBUS FMMS an the PC | WD Addresses |
Operatar |nterface I Service interface FPROFIEUS FMS an the device

b odule number: I‘I—
Module 10 |1—
PROFIELS FMS address: O
Type: |1—
Length wariable 1:

Lenath wariable 2: 232

Control walue: ID

Access authorization at interface far
v Customize
v Test and diagnostics

Ok | ocicsi s Device| Abbrechen | Hire |
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Masking with FMS Protocol SIEMENS

j. DIGSI - Settings - Masking I,/0 (Configuration Matrix) - PTD SE NC TC Home / 751632 f 751632 ¥4.4/ 751632
File Edit Insert Dewice Wiew ©Options Arrange Help

EH = | 4 B R e | . # £ 2 |[indications and commands DILI | Mo filter | 15 i | T} ,_| k2
I_a PTD SE NC TC Home / 751632 / 751632 ¥4.4/ 75JE32
2 Settings - Masking I/0 {Configuration Matrix) - PTD SE NC TC Home / 751632 / 751632 ¥4.4,75]
Information Destination E
Mumber Dizplay text: L Type LED Euiffer S5 C| D CH
18/ 1|23 4|6(6| 7891011121314 0|5 |T Cl|D
Device * " L

P.Spstem D ata 1 " "

Osc. Fault Rec. " .

P Spstem Drata 2 * " S
m7El Owercurrent PL auT [u]n] b3
75 OwercunentTRIP auT O [=
01704 »BLK Phase 0/C 5P X
m7a *BLOCK, I2> 5P b
m7zz2 >BLOCK, I» SP b
m723 >BLOCK Ip SP b
o751 04/C Phaze OFF auT ao b
o752 0/C Phase BLK auT ao [u]n] s
01753 0/C Phase ACT auT ao *
m7e2 0/CPHLTPU auT L [a]n] S
m7e3 O/CPHLZPU auT L [a]u] 3
01764 O/CPHLIPU auT L [a]u] 3
01800 13> picked up auT [a]n] E3
01805 I>> TRIP auT [ ES
(=] I> picked up auT [a]n] 3
mel1s 1= TRIP auT [
01820 |p picked up auT [ m]] s
ne25 Ip TRIP auT [
o104 1> Timne Clut auT b
meAid I+ Tirme Dot nT bis il

al Il .
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Communication: Setup with additional protocols SIEMENS
e.g. Profibus DP

1 To load dispatcher

e.g Profibus DP
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Additional protocols e.g. Profibus DP SIEMENS

Properties - SIPROTEC device =l =

General I MLFE ~Communications Modules I Sustem Management I FMS / IEC zetting I

11. S%STEM-Paort additional Protocolz, see MLFB Ext. L
12. Service Port [DIGS! 4/Madem, R5232 =l w]

Additional information =]

Canfiguration:

X
1. SYSTEM-Por | Protocal =
[

2 SYSTEM-Port IF‘rnfiI:uus DF Slave, H5455

0k Help |
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Additional Protocols
Select the Mapping-file and Address

Interface Settings

Serial port on PC: | PROFIBUS FMS on the PC |

Operator Interface I Sermvice interfface

WD Addrezzes I
Supplementary protocols at device

SIEMENS

=1

Communications IF'n:ufibus DF Slave. RS485

kM apping file:

Module-zpecific zettings:

[75JE2/63 PROFIEUS DF standard mapping 4 (C53000-L1840-B003-01] =

A4 TSIEZ2AE3 PROFIBEUS-DF standard rapping 4 %07.07.01
i

A PROFIBUS-DP slave address [1...126]:
1

=

KX
Ok, | oicsis Deviee | Abbrechen | Hire |
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Additional Protocols e.g. Profibus DP
7SJ6-Standardmapping 3-1 bis 3-4

Output 7 | 7 | 8 | 3 Doublecommands
29 | 29 | 24 | 5 |Single commands
Input 7 | 7 | 8 | 3 |Double annunciations
146|114 | 64 | 26 |Single annunciations
25|10 | 21 | 8 |Measurement values
6 | 2 | 6 | 2 |countervalues
2 | 1| 1 | O |value annunciations
9 | 9 | 8 | 2 |Bytes Output
100 | 48 | 80 | 28 |Bytes Input

SIEMENS

The volume of the data-objects which are offered via Profibus-DP
(Number of the Commands, Annunciations, Measuring values, Counter
values in Output- resp. Input direction) is exclusively determined by the
selection of a Standardmapping.
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Marshalling of Informations SIEMENS

SI - Settings - Masking I/0 {Configuration Makrix}) - PTD SE NC TC Home f 751632 / 7S1632 ¥4.4 /751632
dit  Insert Dewice Yiew Options Arrange  Help

= | o 2 ¥ | i) FHL E 2 ||Indications and commands mLI ||No filter Lll B |E
D SE NC TC Home J 7SI632 f 751632 W4 4 /751632

L OFFline I Select Function

1-

1
- Information D eztination
1 Dizplay text: Type =3 B uffer 5| C ] Chd4
L =i L= o s T C|D
Device * S

F.Sypstem Data 1 *

Ozc. Faulk Bec. 3 =

B ystern Data 2 Object properties - Overcurrent PU - OUT @l 1'
01 7E Owercurrent PLI
01791 Overcurrent TRIP ‘ Select in fault recard  Protecol info-Destination
01704 >BLKE. Phase O/C
01721 >BLOCK. |=> ‘o .
ez CELOCE I Tramzmizzion via supplementary
01723 >BLOCE. Ip =
01751 0/C Phase OFF Mo. Seftings alue
0752 0/C Phase BLE. 1 |Byte offeet 7
01753 0/C Phasse ACT "
01762 0/C PR LT PU 1 |EBEss Dathex)
01763 O/ PR LZ PU
01 7E4 O/ Ph L3 PU
01200 I>> picked up
01805 1> TRIP
o1e10 I> picked up
oiE1s 1> TRIF
013820 Ip picked up
01825 Ip TRIF
01804 17> Time Out
o114 1> Tirme Out
nis>4 In Tirne (b

oK [Ibemehmen Abbrechen Hilfe
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Scaling of Measuring Values SIEMENS

ZJ DIGSI - Settings - Masking I,/0 {Configuration Matrix) - PTD SE NC TC Home / 7SJ632 / 751632 ¥4.4,/ 751632 =1 =
Fil= Edit Insert Dewvice Wiew Options Arrange  Help
== Baef % EE ||Measuled % metered values | ||No filter L” 15 b fl | M| wn | w2

Infarmation D estination

MHumber Display text: Twpe | S Measured S|C| Metered value | C
walue window windove

Device
F.Sestem Data 1
Osc. Fault Rec
P System Data 2
Owercurrent
Directional 0/C
[ Lrerm. S upery
Sens. E Fault
Fault Locator
Chtrl Authority
Control Device
Process Data

00601
00602
O0E03

O0s04
0O0E0S
O0E06
o033

Q0621

onsz22
00623
Q0624
Q0625
00626
00627
Q0623
Q0630
00641

Object propetrties - Ii

Protocal info-Destination  Measured walue-D estination

Transmission via supplementary

Mo. Settings

1 |Scaling index

1 | Zero offzset 0o
1

1

Scaling factor 100
Type

Primary value

Press F1 for Help. oK [bernehmmen Abbrechen Hilfe I
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Communication: Setup via Service Interface C SIEVIENS

4 To Load Dispatcher

[ ]

[ —\

\

DIGSI 4
....... :
eaenanl °
LN ] .I.................&...........I................I.
: :
: IEC 870-5 o
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DIGSI 4 for Remote communication SIEMENS
via Service Interface

J. DIGSI - PTD SENC TC Home [/ 751632 / 751632 ¥4.4/751632

Flle Edit Insert Device Wiew Options Arrange Help
HE +2E§ LA EE SN i LY
[ PTD SENC TC Home / 751632 / 751632 ¥4.4/751632 e——— =

E"g" Cifline Select Funckion Sl peit e FE | FROFIEUS FMS on the PC WD Addiesses

E Settings @ Device Configuration S Serviee inietace | SupplemEntawy protocels &t device
% Annunciation #Maskjng 10 {Configuration Address: 1]
-2 Measurement: WDeFault Display Frame: [BEweni1 =1
24 Ostilographic Records @Contml Display Biaud rate: [z3a00 =]
i
j_t\JCFC bdax. meszage gap: [0...50] IU # 100 ms
[@F‘nwer System Data |
ﬁSetting aroup &

ﬁOscillographic Faulk Record
@General Dewvice Settings

@TIITIE 5\,r'n|:hr0n|2at|cln —Access authorization at interface for
, ':'-EI'i-E|| Ports ‘ ¥ Customize ¥ Test and diagnostics
SarPasswiards
abe L — ldle state of fiber optic connection
~Language € Light O € Light OFF
Ok I DIGES] - Device Abbrechen | Hilfe:
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Communication: Setup via Operator Interface SIEMENS

1 To Load Dispatcher

[

IEC 870-5 |
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DIGSI 4 via Operator Interface SIEMENS

g. DIGSI - PTD SE NC TC Home / 753632 / 751632 ¥4.4 /751632
Filz Edit Insert Dewice WYiew Opkions Arrange  Help

HSES 2 ERe|LEE % =
[ PTD SE NC TC Home / 751632 / 751632 ¥4.4,/ 751632

El--;"'; OFfline Select Function

E Settings @ Device Configuration Serial port on PC: I FROFIEUIS FMS on the PC VD Addresses I
~E2 Annunciation # Masking Ij0 (Configuration Ma Operatar Interface | Service interface I Supplementary protocols at device

| w2
i ull

Interface Settings (=1 |

| Mee!suremer.lt WDeFault Display Address:
[#-=4 Oscillographic Records ﬁCOntrol Display
:J:JCFC Frame: GE[ven)1 ¥
@Power System Data 1 Baud rate: 36400 =
ﬁSetting aroup &
“:@Oscillngraphic Fault Records ax. message gap: [0...50] |U » 100 ms

@General Dewvice Settings
@Time Synchronization

Serial Ports

Zug Passwords
abe..| anguage

—&ccess authorization at interface for

¥ | Customize ¥ Test and dizgnostics

r— |dle state of fiber optic connection
£ Light O ) Light OFF

ok I DIGEE] > Device Abbrechen Hilfe: I
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